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FOREWORD

For nearly two centuries, the principles of war have
gui ded practitioners of the mlitary art. During the |ast 55
years the principles of war have been a key el enent of U S
Arnmy doctrine, and recently they have been incorporated into
ot her Service and Joint doctrines. The turn of the 21st
century and the dawn of what sone herald as the "Information

Age," however, may call into question whether principles
originally derived in the 19th century and based on the
experience of "lIndustrial Age" armed forces still hold.

Mor eover, despite their long existence, the applicability of
the principles of war at the strategic | evel of warfare has
not been the subject of detailed analysis or assessnent.

The purpose of this study, therefore, is to stinulate a
debate on the inportance of the principles of war at the
strategic level of warfare and on their continued rel evancy
in the Information Age. To this end, the study proposes a
revised set of the nine principles of war that may be applied
at the strategic |level of warfare and are believed to conform
to the conditions and demands of the 21st century.

This study represents a first exam nation of a conpl ex
and rel atively unexplored field of study. Many may differ
wth the ideas presented or quarrel with a particul ar phrase
or choice of words. Additionally, each of the principles
undoubtedly nerits a nore detailed investigation than present
| ength constraints allow. W encourage readers, therefore, to
take up the debate and contribute to an exchange of views on
this inportant subject.

Rl CHARD H. W THERSPOON

Col onel, U S. Arny

Director, Strategic Studies
Institute



PRI NCI PLES OF WAR AT THE STRATEQ C LEVEL

(bj ective: ldentify and pursue clearly defined and
at t ai nabl e goal s whose achi evenent best furthers the national
interest(s).

Initiative: Seize, retain, and exploit the initiative.

Unity of Effort: For every objective coordinate al
activities to achieve unity of effort.

Focus: Concentrate the elenents of national power at
the place and tinme which best furthers pursuit of the primry
nati onal objective.

Econony of Effort: Allocate m ninum essential resources
to subordinate priorities.

Orchestration: O-chestrate the application of resources
at the tinmes, places, and in ways which best further the
acconpl i shnent of the objective.

Clarity: Prepare clear strategies that do not exceed
the abilities of the organizations that will inplenent them

Surprise: Accrue disproportionate advantage through
action for which an adversary is not prepared.

Security: Mnimze the vulnerability of strategic
pl ans, activities, relationships, and systens to mani pul ati on
and interference by opponents.
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THE PRI NCI PLES OF WAR I N THE 21ST CENTURY
STRATEGQ C CONSI DERATI ONS

| NTRODUCTI ON

Throughout history, mlitary practitioners,
phi | osophers, and historians have struggled to conprehend the
conplexities of warfare.! Most of these efforts produced
| ong, conplicated treatises that did not |lend thenselves to
rapid or easy understanding.? This, in turn, spurred efforts
to condense the "l essons" of war into a short list of
aphorisns that practitioners of the mlitary art could use to
gui de the conduct of warfare.?

The cul m nation of these | abors, fromthe perspective of
the U S. Arned Forces, may be found in what are called the
princi ples of war.* (See Appendix A) Currently contained in
Joint and Service doctrines, "the principles of war guide
warfighting at the strategic, operational, and tacti cal
| evel s. They are the enduring bedrock of US mlitary
doctrine."?

But, how solid is that foundation? Wile the principles
have been thoroughly scrutinized at the tactical and
operational |evels of warfare, the study of their
applicability at the strategic | evel has been | ess
exhaustive.® Moreover, the principles of war were derived
predom nantly fromthe study of Napol eonic and I ndustrial Age
war f are.” Whet her or how these principles apply at the
strategic |l evel of war under the conditions of rapid
t echnol ogi cal change that many are calling the "Information
Age" and its mlitary offspring, the Revolution in Mlitary
Affairs (RMA), is an open-ended question.?

Because war at the strategic level is an intellectual
process® and the devel opnent and inpl enentation of strategy
is a creative activity, sonme formof intellectual framework
is required to shape the strategi st's thought processes. The
princi ples of war provide such a structure. At the sane tine,
because theory and creativity have limts, they offer a guide
to



under st andi ng those restrictions. A good strategist—possessed
of a conprehensive understanding of the principles—w Il be
able, therefore, to expand creatively upon them and wll

al so be able to determne if one or nore of themcan or nust
be disregarded. Finally, a thorough grasp of the intent

behi nd each principle allows the crafting of strategies that
reflect the best possible balance anong the principles for a
particul ar strategic challenge.

Once thoroughly understood, the principles of war al so nay be
used as a deci sionmaking aid during formul ati on, planning,
and execution of strategy. They can be used to assess current
strategic plans, or as an analytic tool to shape new
strategies and plans as they are devel oped. Further, they can
be used to exam ne past strategic activities to derive
insights fromsuccess or failure, and to extract the
pertinent "lessons" that can be applied to future endeavors.

It is, of course, always easier to use the principles in
retrospect to critique plans and activities than to
i ncorporate them when creating strategi es--but those who can
do the latter will be hailed as geniuses by future
hi storians. In fact, the principles of war are inportant
exactly because, short of war, it is difficult to identify
potential "Napol eons” in our mdst. A proper focus on the
| i nkages and tensions anong the principles can avoid the
stultifying, dogmatic, pro forma use of "checklists" which
inevitably creates vulnerabilities to be exploited by a nore
i magi nati ve opponent. At the sane tine, innovative
application of the principles in sinmulations and war ganes
can provide a useful education for future generals and
strategists, who may be called upon to practice their craft
with little or no notice. They are aids, too, in the life-
| ong devel opnment of patterns of thought found in the true
strategist.

Finally, given the growi ng conplexities of the 21st
century, there may be a greater, not |esser, need for a
uni fying set of principles that can assist strategists in the
pursuit of their craft.



THE PRI NCI PLES OF WAR I N THE 21ST CENTURY

Bef ore exam ning the principles of war, a few
prelimnary points are in order. This study focuses on the
strategic | evel of war, specifically national security
strategy and national military strategy.!® Because strategy
formul ati on and execution is a continuous process, the report
addresses the principles of "war" as they apply in peace,
crisis, and war. The term "I nformation Age" is used because
of its popularity, and as short-hand for the anticipated
conditions of the 21st century. This is done with the ful
understanding that it insufficiently describes the
t echnol ogi cal and geo-political changes that w !l
characterize that environnent. The term"strategist" applies
to civil and mlitary authorities charged wth determ ning
policy and devel oping the strategic plans to achi eve nati onal
objectives. Finally, while the focus of the study is at the
national |evel, international and nultinational conditions
obvi ously intrude on national |evel decisionmaking; thereby
conplicating significantly the strategist's task.

Wth the exception of the principle of war objective,
which is clearly paranount, there is no attenpt to establish
a priority anong the principles. They—especially at the
strategic | evel —shoul d not be viewed individually, but as a
col l ective whol e, each inextricably |linked with the others.
Wt hout an understanding of the connections that bind the
principles together, as well as the tensions and
contradictions that stress them mnuch of the utility inherent
in the principles would be lost. Wrse, strategic failure
could result froman undue focus on one or a few of the
princi ples, when full appreciation of the whole would yield
success.

The di scussion that foll ows concentrates on the eventual
effects of each principle, and not on the nmethods by which
the principle mght be inplemented. This is an inportant
di stinction because, all too frequently, strategists fixate
on et hods of application at the expense of the desired
effect. But even though accel erating technol ogi cal change
wi |l introduce new nethods of application at a rapid rate,

t he principles of war—remaining focused on the desired
effects—shoul d not vary in a significant degree. They can,
t hereby, continue to act as



gui deposts for strategists. Remaining focused on the intended
result, therefore, will assune greater inportance in the
| nf ormati on Age.

As the study exam nes each principle of war, it wll
first address the applicability of the principle at the
national security and national mlitary strategy level. It
wll then offer insights into the relevancy of the principle
in the Information Age.

Lastly, our recomrendations for revising the principles
of war are not radical. They represent nore increnental
change, updating, and focusing than whol esal e change. This is
probably because the principles, as they exist, have been so
carefully honed over tine that they reflect "truth" as
accurately as possible.

In order to revalidate continually the principles of
war, though, it is necessary occasionally to consider truly
radical alternatives, even if only to reject themafter
t hought ful consideration. Two radical alternatives
i mredi ately conme to mnd. One m ght be called the
"maxi mal i st" approach, which posits that war has becone so
conplex that no single set of principles can apply to all of
war's variations. The tine tested principles work for
conventional conbined arns warfare, but a totally different
set of principles would be required for guerrilla warfare,
information warfare, or other forns. At the other extrene,
the "mnimlist" approach suggests that the existing
principles of war can be further distilled. Appendix B
contains a discussion of these approaches.

(bj ecti ve.

Identify and pursue a clearly defined and attainable goals
whose achi evenent best furthers the national interest(s).

The principle of objective is prinmus inter pares of the
principles of war, and particularly so at the strategic
level. Strategy tends to be long termin its devel opnent, its
execution, and its effects. Early and accurate sel ection of
an appropriate overarching goal is the critical keystone for
creating and executing successful strategy. Thus, with
adequat e focus on



the appropriate goal, much can be acconplished with [ittle;
but absent a specific, clear, attainable, and unifying goal,
little may be acconplished despite great exertion.

Unfortunately, at the strategic level, nore worthwhile
ends will exist than neans are avail able to achieve them
Hence, the phrase "whose achi evenent best furthers the
national interest(s)" rem nds strategists that objectives
will vary in difficulty of achievenent and contribution to
national interests. Thus, the principle of objective
enphasi zes an absol utely essential action: selection of the
nost appropriate overall goal from anong the nmany
al ternatives.

This selection is not as sinple as one m ght think.
Strategic activities always involve every elenent (political,
econom c, diplomatic, psychological, and mlitary) of
nati onal power.!® Each el enent has different strengths and
weaknesses that conme to bear dependi ng upon the objective
bei ng pursued. Furthernore, practitioners within a particular
el enent of power tend to advocate objectives nore suitable
for action within their real m? Because of the |ong-term
nature of strategy, full information is rarely avail abl e at
the outset to help identify possible objectives or to assi st
in their selection. And, because strategic |evel issues
usually involve allies or coalition partners, identifying
obj ectives that satisfy all parties is a difficult and
conplicated task

| nformati on Age conditions, particularly accelerating
advances in conmand and control systens, seemngly offer the
ability to acconplish multiple actions sinultaneously. This
may cause sone strategists to conclude that clear focus on a
single goal is no | onger appropriate, or even desirable. But,
inreality, the ability to control numerous concurrent
operations does not detract fromthe requirenment to ensure
t hat each individual action contributes to an overarching
objective; instead it reinforces the inportance of a clear
obj ecti ve.

Finally, strategists nmust subject each potenti al
obj ective, and the ways to achieve it, to rigorous anal yses
that assess the costs, risks, and |ikelihood of success. Only
after conpl eting such anal yses can the strategi st recomend
obj ective(s) to policynakers "which best further the national



interest" fromthe nunerous contenders.!® But strategists

must keep in mnd that this is only a first step in a

conti nuous, dynam c process that nmust accommobdate changes in
t he condi tions under which the objective was initially

formul ated. Indeed, the final objective frequently will not
be any single one of the initially proposed objectives, but
rat her a new goal that has evolved over the course of tine to
accommodat e changi ng condi ti ons.

Advances in information technology wll likely
conplicate, rather than sinplify, identifying and sel ecting
obj ectives. On the one hand, nore individuals and groups (at
national, nultinational, and transnational |evels) wll have
greater access to relevant information, thereby involving
nore actors in the strategy fornul ati on and deci si onmaki ng
processes. This could | ead to nore constituent groups
conpeting to define the national interests nore in line with
their political outlook. On the other hand, the del uge of
data and the ability to establish direct conmunications |inks
with key actors may result in a proliferation of "stovepi pes”
that limts access to the decisionnmaki ng process. In either
case, selecting a suitable and effective objective nmay becone
increasingly difficult, perhaps exponentially so. But it wll
be no less inportant, and strategic processes and new,
"flatter" organizations will have to be devised to
accommodat e these requirenents.

The potential for increased difficulty in selecting
objectives in the Information Age in no way reduces the
i nportance of defining suitable objectives. Having nore
actors with nore information, each nore capabl e of
i nfluenci ng the deci si onmaki ng process, runs the risk of
di ffusing efforts, weakening consensus, or providing an
opponent with an opportunity to exploit the situation.
Additionally, the Information Age may nmake it nore difficult
to keep objectives hidden frompotential adversari es.

Sel ecting an appropriate objective at the outset, while
appl yi ng proper safeguards, can reduce these dangers.

Initiative (vice Ofensive).

Sei ze, retain, and exploit the initiative.



The change in the nane of the principle and om ssion of
the word "offensive" fromthe brief definition is
intentional. As indicated earlier, strategy is a long-term
process that frequently requires considerable tine between
the initiation of cause and the cul m nation of effect.

Pol i cynmakers and strategists, therefore, nay have to resort
to offensive or defensive phases of a strategy, or a

conbi nation of offensive and defensive actions, to attain the
desired national objective. Therefore, the intense focus on
of fensive actions at the tactical and operational |evels of
marfar% may not be al ways appropriate at the strategic

| evel .

Because of the tinme gap between strategi c cause and
effect, the successful strategist nust nold the strategic
environnent fromthe outset and seize the initiative, thereby
forcing others to react. Sinply put, policynmakers or
strategists who passively wait for an opponent to act can
make no strategic decisions of their own, and eventually wll
be at the nmercy of their adversary. Thus, seizing, retaining,
and exploiting the initiative allows one to set the strategic
agenda, to shape the strategic environnent in directions of
one's choosing, and to force an opponent constantly to react
to changi ng conditions that concomtantly inhibit his ability
to regain the initiative.

Moreover, maintaining initiative provides a nunber of
advant ages beyond the ability to force an opponent to conform
to one's purpose and tenpo. Controlling the pace of events
permts a closer connection of ends, ways, and neans. This,
in turn, pronotes nore effective and nore efficient
i npl enentation of policy. It provides increased freedom of
action in formulating and adapting strategy to the evol ving
cont ext .

A brief exanple denonstrates the benefits of seizing and
retaining the initiative, as well as the potenti al
consequences of failing to do so. In 1990, Iraq invaded
Kuwai t, upset the fragile strategic balance in the region,
and threatened not only world oil supplies, but also the
| ong-held U.S. aimof peace and stability in the Mddl e East.
After the Iraqgi occupation of Kuwait, however, the United
States seized the strategic initiative by



bui | di ng an unexpected coalition that included Arab countries
to support Operations Desert Shield and Desert Storm
(defensive and of fensive m ssions, respectively).

When Saddam attenpted to recapture the strategic
initiative by attacking Israel with SCUD m ssiles (thereby
hoping an Israeli reaction would destroy the U S. -led
coalition), the United States used extensive diplomtic
efforts and the shipnent of Patriot mssile batteries to
|srael to restrain Tel Aviv fromany action that m ght serve
Iraq's purpose. In doing so, the United States retained the
initiative, and then by continuing Operation Desert Storm and
executing Desert Saber, achieved the objective of ejecting
Iraqi forces from Kuwait. Perhaps nore inportantly for the
long term the United States used the success of the
coalition and Israel's denonstrated restraint in the face of
I raqi provocation to further the entire M ddl e East peace
process.

Sone may argue that in the foreseeable future, relative
advantages in information acquisition and transfer
capabilities will determne who is able to seize and retain
the initiative. These capabilities, however, represent only
an inportant first step. More inportant is the ability to
assess that information and then nmake the deci sions necessary
to turn information into appropriate action. Even if those
sane advances in information technology permt faster and
nmore conprehensive intelligence operations, an advantage w |l |
still accrue to the party who can originate action which sets
the paraneters for future action(s) by all concerned
parties. '’

To acconplish these tasks will require strategists to
di stingui sh between the internal and external conponents of
initiative. The internal is based on ensuring that one's own
deci si onmaki ng processes are the nost efficient and effective
possi bl e. The external is based on understanding the
expect ations and deci si onnaki ng capacities of an opponent, as
well as allies and coalition partners who also will greatly
influence the ability to seize and maintain the initiative.
These two el enents nmust be pursued concurrently to produce
t he maxi num strategic benefit.



Unity of Effort (vice Unity of Conmand).

For every objective coordinate all activities to achieve
unity of effort.

Because strategi c endeavors involve applying al
el ements of national power (political, economc, diplomatic,
psychol ogical, and mlitary), they nust be bl ended to achieve
success. Selection of a unifying objective, however, is not
enough. Precluding interference or cross-purposes in pursuit
of an objective is vital, especially if one desires to gain
maxi mum benefit fromefforts expended. Failure to acconplish
such integration will likely result in failure to achieve the
obj ective—-at | east at a reasonabl e cost.

Historically, mlitaries—as hierarchia
or gani zati ons—have sought unity of effort via unity of
"command." While this is achievable at the tactical and
operational levels of warfare, it nmay not be possible at the
strategic |evel, where efforts nuch broader than those
associ ated with "conmand" apply.

The nunber and variety of actors at the strategic |evel
mtigate against unity of command. Wthin the US
Governnent, for exanple, the ability to "command" is tenuous,
at best. Constitutional checks and bal ances are designed to
precl ude dom nation by either the Legislative or Executive
branches. Few woul d argue that the Executive Branch is
capabl e of inposing "command"” on the disparate and fiercely
i ndependent el enents of the Federal bureaucracy. Even the
i nt eragency process, the Executive Branch's tool for unifying
governnent efforts depends upon coordi nati on, not command. *®
At the international |evel, sovereign states are frequently
loath to relinquish their forces to the conmand of
"foreigners," although the NATO experi ence sonewhat belies
this trend.® Increasing cooperation wth nongovernnental and
private organi zations, who are also unwilling to fall under
mlitary control may frequently noot the point of "conmand."
Thus, at the strategic |evel, policymakers and strategists
must instead rely on unity of effort.



The i nportance of unity of effort will not dimnish in
the anticipated environnent of the 21st century. To the
contrary, it will require nore attention at the strategic
| evel because of the increased |ikelihood of nmultilateral
actions, Information Age technologies that will facilitate
i ncreased interaction between governnents and organi zati ons,
and i ncreased gl obal interdependence that will make it nore
difficult for a coalition to act in unison w thout straining
inportant relations with nations outside the coalition. As
di stinctions anong peace, crisis, and war continue to blur,
the ability to build and sustain allied or coalition unity
may becone increasingly difficult, requiring greater |evels
of sophistication at the strategic |evel than nmay have been
practiced in the past.

Rel i ance on a power projection strategy w thout a
substantial forward depl oynent of forces also wll conplicate
the ability to create and sustain unity of effort. In the
past, a significant presence stationed overseas facilitated
multilateral operations abroad. The opportunities for
conbi ned training and exercises in the future, however, wll
dimnish. If, as the National Security Strategy and the
National MIlitary Strategy posit,? coalitions becone the
rule rather than the exception, and U. S. forward presence
declines overall, conpensating neasures nust be taken if the
United States expects to be able to build and sustain unity
within nultilateral efforts in fast-breaking crises.?
Conversely, a dramatically reduced overseas U. S. presence my
drive the United States to increasing reliance on unilateral
operations where unity of conmand is easier to achieve.

The fact that countries and societies will adapt
unevenly to the Information Age wll further confound
establishing and maintaining unity of effort. The United
States and sonme others will rapidly assimlate Information
Age technol ogi es and beconme what Alvin and Heidi Toffler have
described as "third wave" societies.? Qher countries will
become or remain industrialized at the "second wave" |evel,
acquiring sone Informati on Age technol ogi es, but remaining
unable to enter the Information Age in whol esal e fashi on.
Still others will stay
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"first wave" agrarian societies. The United States m ght be
involved in coalitions that include information,
i ndustrialized, and agrarian based nati ons.

Bui | di ng and sustaining coalition unity of effort under
such conditions will be challenging. Informati on Age states
may be best suited for providing information, intelligence,
and command and control support to the strategic effort.

I ndustrial and agrarian states may be relegated to the role
of providing the bulk of the actual fighting forces; thus

i kely bearing a disproportionate share of the casualties.
Such a division of |labor could I ead to cracks or fissures
within a coalition should Industrial and Agrarian Age states
be unwilling to abide by what they perceive to be an

i nequitable division of risk.? Aternatively, Infornmation
Age states nmay be conpelled to provide Industrial Age forces
to ensure unity of effort within a coalition.

A nunber of additional factors will mtigate against the
ability to establish unity of effort. The | ong tenporal focus
of strategy usually will nmake it difficult to build consensus
on objectives and the ways to achieve them and to sustain
them over tinme. The openness of the Anerican political system
and i ncreased congressional and public influence on the
strategi c process may conpound this problem The
decentralized and fluid nature of the post-Cold War security
system particularly the absence of a large and clearly
defined eneny, wll further conplicate consensus-buil ding.
Finally, strategic action always requires interagency, and
usual ly international, cooperation anong perceived equals, so
"coordi nation" rather than hierarchial direction is the
operative word. Nonethel ess, whether by direction or
persuasi on, policynakers and strategists nmust continually
strive for unity of effort.

Focus (vice Mass).
Concentrate the el enents of national power at the place and

time which best furthers pursuit of the prinmary national
obj ecti ve.
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Commanders at the tactical and operational |evels of
war, usually intent on destroying an opponent's arned forces
or their will to fight, strive to "mass the effects of
over whel mi ng conbat power at the decisive place and tine."?
At the strategic level, with an intent to produce an end
state consistent with national interests, the requirenent is
to focus effectively the total power of the state in all its
di mensions. Even if a single unifying goal has been
identified (i.e., Objective), the nunber and diversity of
actors at the strategic level may tend to beget dispersion of
effort. The principle of focus, therefore, enphasizes that
strategists nust synchroni ze actions that nmay be separated in
time, space, and function to achieve concentrated effects,
avoi di ng pi eceneal, or—-worse—conflicting, political,

di pl omatic, economc, psychological, or mlitary efforts.

Equal Iy i nportant, focus enphasizes that it matters
where and when to act; strategists nust identify the place
and tinme at which the focused comm tnent of national power
will provide the greatest benefit for the primary national
obj ective vis-a-vis potential or actual conpetitors. Such
identification is a particularly challenging task at the
strategic level, not only because of the span of tine to be
consi dered, but al so because the proper site and occasion are
functions of a dynam c international and national situation
The applicable national power of identifiable conpetitors,
and the condition and predilection of other regional or
gl obal actors also factor into the cal cul us.

In the Informati on Age, the chall enge of focusing
nati onal power may becone both nore difficult and easier. The
ability effectively to utilize diplomatic and political power
will be both facilitated and disrupted by public display of
events. | mmedi ate on-the-scene news reporting will always "be
present,"” describing and interpreting events as they happen,
and hus government representatives may feel imediate
pressure to "do sonething."? Hence, the speed of traditiona
di plomatic activities wll likely need to increase. At the
sanme tinme, governnment controlled information systens—or the
news nmedi a—may now be enpl oyed irrespective of national
boundaries to send signals to national |eaders or directly to
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their citizens. O course, these sane information
capabilities affect national political processes; thus, the
interacti on between diplomatic and political actions wll
have to be carefully orchestrated.

The econom ¢ el enent of power will be nore broadly
distributed as information technol ogies contribute to an ever
nore integrated gl obal econony. Consequently, strategists
w Il have to be even nore aware of potential "collateral
damage"” or "dom no" effects of econom c actions, and of their
potential diplomatic or political repercussions. At the sane
time, greater econom c situational awareness and increased
vul nerability to electronic disruption nmay nake econonic
attack a nore precise and effective instrunment than
traditional tariff wars, trade enbargoes or mlitary
bl ockades have been in the past.

MIlitary activities in the Informati on Age may be
executed nore rapidly, with fewer resources acconpli shing
greater tasks, separated in both space and tinme. This
apparent dexterity of mlitary activities, however, may |ead
to over-reliance upon mlitary power, or at l|least to
i nadequate consideration of its limtations and insufficient
integration with other el enents.

Finally, the likely socio-cultural changes that are
inevitable as a result of transformation to the Information
Age, and their inplications for the psychol ogical el enent of
power, as well as for its interrelationship with the other
el enrents, have yet to be adequately exam ned.

Just as today, the crux of the issue will be the
continuing need to ensure that the effect of the whol e of
national power is greater than the sumof its parts. To do
this will require visualization of the consequences wthin,
and between, each el enent of power; judgnent in choosing
anong si nul taneous and sequential activities by each el enent,
as well as how to conbi ne el enents; and devel opnent of
appropriate coordi nati ng nechani snms. As a consequence, focus
may be the nost difficult of all the principles to satisfy.

At the sane tine, information technology wll assune

greater inportance in focusing national power. Publics wll
have greater access to grow ng anounts of information
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Governnents wll have to ensure that publics are exposed to
accurate details, and that they are able to counter an
opponent's disinformation or propaganda canpaign, if they are
to create and sustain an internal political consensus that
focuses all efforts on achieving national objectives.

Econony of Effort (vice Econony of Force).

Al l ocate m ni num essenti al resources to subordi nate
priorities.

At the tactical and operational |evels, the relative
i mhal ance between required m ssions and scarce resources has
required mlitary practitioners to "allocate m nimum
essential conbat power to secondary efforts."” But, as argued
earlier, the application of national power inplies nmuch nore
than sinply the enploynent of force, and, particularly at the
national and mlitary strategic |levels, enploying the
nati onal elenents of power nust be viewed within the context
of the total power of the state. Therefore, econony of effort
may be a nore appropriate principle of war at the strategic
| evel .

Econony of effort has at |east three major el enents.
First, the nunber of national objectives will always exceed
the resources available to achieve them Thus, if strategists
are to focus on the truly inportant objectives, they wll
have to establish priorities and apply avail abl e resources
accordingly. To focus on prinmary efforts, therefore,
econom es nust be taken between and within other elenents of
nati onal power or between regions to permt resources to be
mar shal l ed to achi eve the overriding national objectives.
This will continue to require strategists to delineate a
priority of objectives, ensuring that |ower order
undert aki ngs receive only what is necessary to contain them
The strategi st then nust conduct a risk assessnent that
establishes a |logical basis for resource allocation in
accordance with the established priority and the risks
inherent in pursuing a particular strategic option.

Second, econony is concerned with effectiveness, and
shoul d not be confused with providing the | east anount of
resources. Gven the oftentines considerable tine | apses
bet ween strategi c cause and effect, the continually changing

14



i nternational security environnent, and the nunber of

i ndependent actors involved, it is inpossible for the
strategist to calculate resource requirenents with a high
degree of certainty. Mireover, despite the energence of

i ncreasi ngly sophisticated technol ogies, Causewitz's

adnoni tions about the fog and friction of war will still
appl y. *® I ndeed, the frugal husbandi ng of resources may
produce fal se economes that contribute to defeat rather than
attai nment of national objectives. True econony of effort,
therefore, may consi st of applying overwhel m ng wei ght

agai nst central objectives to assure swift and sure success.

Third, econony is not necessarily synonynous wth
efficiency. Wile strategists and practitioners strive to
make nost efficient use of resources, policy formulation and
execution do not conformto the "bottom|ine" approach of
busi ness and industry. Extended tine |ines and changi ng
circunstances at the strategic | evel once again preclude the
accuracy needed to maxi m ze efficiency. Mreover, the
consequences of mscalculating the razor's edge of resource
all ocation are significantly higher when national interests
and objectives are involved; thus a degree of inefficiency
may be necessary to ensure the effective execution of
strat egy.

At the strategic |evel, econony of effort involves
establ i shing a bal ance anong all elenents of national or
coalition power, as well as allocating resources in
accordance with established priorities. In assessing
conpeti ng demands, national interests and objectives nust
determne the priorities for allocating resources.
Unfortunately, interests and risks are rarely clear cut, and
establishing such priorities is a form dabl e task.

Orchestration (vice Maneuver).

O chestrate the application of resources at the tines,
pl aces, and in ways which best further the acconplishnment of
t he objecti ve.

The principle of orchestration enphasizes the dynamc
nature of the strategic art (the skillful formulation,
coordi nation, and application of ends, ways, and neans to
pronote and
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defend the national interests);? hence the deliberate use of
the term"orchestrate."” "Resources" is used, rather than
forces or efforts, to enconpass the broadest scope for
strategi c neans (which may include, for exanple, all elenents
of national power, forces, materials, processes,

comruni cations, ideas, information, and beliefs). "Tines,

pl aces, and ways" rem nds strategists that there will be nore
than one option avail able to enploy the resources at hand,
and that the choice and sequencing of activities nmay nmake a
significant difference in strategi c outcones.

Because strategy applies in peace, crisis, and war,
planning is the strategist's principal domain. Planning for
orchestration begins with the strai ghtforward-but extrenely
difficult-requirenent to bal ance inplenenting concepts and
avai |l abl e resources to achi eve national goals. In doing so,
strategists nust identify and assess the nost appropriate
concept options—to include the best places, tinmes, and
sequenci ng of application; and judge how best to apportion
the vast (but not unlimted) resources available. And, it is
i nportant to renenber, strategists do not have the | uxury of
concentrating on one or two issues at a tinme. They may face
literally dozens of distinct, but interrelated, issues that
affect national interests and demand sinultaneous attention.

In orchestrating planning efforts, strategi sts nust
devel op concepts that permt not only dynam c, but also
fl exi bl e execution. Thus, plans nust include branches and
sequel s that permt agile responses to changes in the
strategic environnment or the actions of an opponent. In
short, just as a conductor does not nerely place sheet nusic
in front of each nusician and, having told the orchestra to
play, docilely await the finale, the strategist nmust devise
pl ans that can adjust to changes in |ocation, tenpo, scale,
or type of activities during execution.

Wil e orchestration is dynamc in nature, it does not
al ways require notion. Indeed, with proper forethought it may
not be necessary-or even desirable-to shift resources during
execution, just as the synphony conductor sets the stage for
t he performance through his choice of nusic, the proper
sel ection of nusicians, and the appropriate positioning of
t he
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avai |l abl e tal ent before the audience arrives. |ndeed,
devel opi ng a schene of strategic orchestration before the
onset of a crisis may obviate the need for execution.

Finally, some caveats on orchestration. The key to
successful orchestration is ensuring that the application of
resources contributes to focus that furthers progress toward
the desired strategic end. G anted, orchestrating planning
and execution nust take into account the actual and potenti al
actions of other conpetitors, but this consideration should
not be the strategist's overriding concern. Strategists who
over-focus on their adversaries run the risk of surrendering
the initiative and becom ng sinply reactive. Instead, while
remai ning fully cogni zant of an opponent's capabilities,
strategi sts nmust orchestrate events, concepts, and resources
to retain the strategic initiative and to shape conditions to
hel p achieve their desired strategic objectives.

In a simlar vein, strategists nust understand that
pl aci ng an opponent at a disadvantage is not sufficient in
and of itself. In sone instances it may, in fact, be
undesirable to place another actor at a di sadvant age-his
i mredi ate response may be extrenely hostile.? Instead, it
may be preferable to orchestrate events in a nmanner that
al | ows an opponent a supposed advantage, either to guide him
in a nore desirable direction or to deter |ess desirable
options by encouraging his application of resources in the
area of one's known advantage. O, it may be necessary to
of fer an opponent a short-term advantage to gain a long-term
benefit.

Strategic orchestration has the potential to be
significantly different in the 21st century. The nany changes
associated with the revolution in information technol ogi es
wi |l make additional types of resources available, wll offer
new pl aces (cyberspace) to orchestrate, and provide
addi tional ways to enploy resources.? This will increase the
difficulties for the strategist by providing many nore
i ndi vi dual pieces and possi bl e conbinations to orchestrate.
Concomitantly, the tinme required to apply certain types of
resources, to alter their node of enploynent, to switch
resources, or to apply them at
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different places may be significantly reduced. This wll
increase the ability to orchestrate events at the strategic
level, but it will also conplicate the orchestration of such
efforts.

Advanced conmand and control systens built around
i ncreasingly powerful information systens technol ogies wll
be nore capabl e of managi ng conpl ex plans. Possession of such
systens, conbined with the requisite education and training
to enploy themto their full potential, nay make it possible
to maintain a "conplexity differential" vis-a-vis strategic
actors not possessing simlar systens. 3

Finally, as previously noted in the discussion of
"objective," strategists and policymkers nust expect that
information technol ogies will increase the transparency of
strategic actions. Thus, a key conponent of any strategic
orchestration plan will be those actions taken to gain and
mai ntai n the support of other governnent agencies, the
public, other nations, supranational organizations, and
mul tinational partners. Their support, in turn, becones
anot her strategic resource for which the tines, places, and
manners of application nust be orchestrated to further the
acconpl i shnent of the desired strategic objective.

Clarity (vice Sinplicity).

Prepare clear strategies that do not exceed the abilities of
the organi zations that will inplenment them

Strategy is a conpl ex endeavor requiring synchronized
activity of nultiple and di verse organi zations. Such
synchroni zation is possible only if all organizations
i nvol ved fully understand the objectives and basi c procedures
for attaining them Cdarity is thus a principle where nore is
al ways better.

The principle of clarity addresses the rel ationship
bet ween | eaders, pl anners, subordi nates, and associ ated
organi zations. It is achieved through the ability of
subor di nat es and associ ated organi zations effectively to
ensure unity of effort. Strategic |eaders nust understand the
capabilities and the Iimtations of their subordinates and
partners, and structure
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their gui dance and plans accordingly. Strategic | eaders nust
also clearly articulate to subordinates their strategic
vision or intent. Finally, clarity is focused internally: it
hel ps strategi sts augnent their effectiveness and efficiency
rather than directly eroding the effectiveness and efficiency
of opponents.

Clarity does not nean that plans should be short or even
that they should always contain the fewest possible
conponents, but only that they can be conmunicated with
maxi mum under st andi ng. Nor does clarity necessarily nean
sinple. The abilities of the organizations that wll
i npl ement strategies |argely determ ne how conplex a strategy
can be without losing clarity. Wll-trai ned, experienced
subordi nate staffs, units, and partners operating within the
sane institutional culture as strategic planners and | eaders
can tolerate higher levels of conplexity and greater degrees
of friction without |osing synchronization than can | ess-
trained, |ess-experienced, or nore diverse subordinate units
and partners.

Thi s concl usi on suggests a corollary to the principle of
clarity: the nore diverse a strategic coalition (whether
mul tinational or nultiagency), the nore inportant clarity
beconmes and the harder it is to attain. In the real m of
mlitary strategy, for instance, a | arge degree of ingrained
under st andi ng may exi st between strategic | eaders and their
subordi nate and associated units. In grand strategy or
mul tinational strategy, where diversity of institutions and
national cultures will be the norm and where obfuscation nmay
be a key elenent in building consensus within a conpl ex
coalition, understanding nay be | ess deep. The pursuit of
clarity, therefore, will demand greater attention.

In the 21st century, the rapid pace of decision and
action wll further increase the inportance of clarity. Since
there will be less tine to correct m sunderstandi ngs and
m sperceptions in the mdst of execution, strategic plans
must be clear fromthe outset. To sone extent, inproved
comruni cations technol ogy, such as realistic sinulations,
tel econferencing, and the use of "virtual staffs,” wll
i ncrease the tolerance for conplexity. But considerable
effort still will be required.
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While classified or controlled strategic plans should be
as clear as possible, the public versions of strategies,
which will be seen by supporting publics, as well as
potential opponents, require a different type of clarity. In
fact, analysts have |ong argued that deliberate anmbiguity in
the public version of a strategy augnents deterrence by not
al l owi ng an opponent to know precisely what sort of actions
w || provoke a response. As a negative exanple, Secretary of
St ate Dean Acheson, by excluding South Korea fromthe U S.
"defense perineter” in the Far East during a January 12, 1950
speech, is often accused of inadvertently providing a go-
ahead for North Korean aggression.?® This suggests that
clarity within a strategic coalition may be a |inear good
where nore is always better; but clarity in public strategies
nmust be bal anced with deliberate anbiguity according to the
situation.®

Sur pri se.

Accrue disproportionate advantage through action for which an
adversary is not prepared.

The proposed definition makes the principle nore
enconpassi ng and nore applicable at the strategic level. It
recogni zes that, at the strategic level, the principle of
surprise bears on actions that may not involve striking the
eneny. This expanded definition al so accormmpdates all the
el enents of national power, not sinply the mlitary el ement.

A word of caution is appropriate at this juncture.
Surprise, in and of itself, is devoid of quality—it is
nei t her good nor bad. Surprise can only be useful if the
actor gains tangible benefit fromits application. Wiile this
poi nt may seem obvious, it may help practitioners at the
strategic level focus on the potential costs, as well as
benefits of pursuing surprise.

For the United States, surprise at the strategic |eve
i s perhaps the nost dichotonous principle of war. The
openness of the U S. system of governnent that features
uncl assified national security and mlitary strategies, as
well as intensively reported public debates on virtually al
aspects of national defense, leaves it poorly postured for
acts of strategic
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surprise. Additionally, the United States cannot enbrace
strategic surprise without infusing a certain anmount of
unpredictability inits foreign policy which nmay provide
short-term advant ages that are outwei ghed by | ong-term
adver se consequences. 3

Several additional aspects of the principle of surprise
may warrant particular attention. In the future, nore, and
nore conplete, information will be available (and faster) to
assi st strategists and policymakers in their planning and
deci si onmaki ng. The time required to distill the nounds of
data into usable intelligence may al so be conpressed.
Conversely, the political processes involved in
deci sionmaki ng at the strategic level will likely remain
cunbersone for denocratic governnents. And, because of the
i ncreased accessibility of information-to decisionmakers and
the public—-the process nay be nore conpl ex, and slower than
many anticipate. This may Iimt inprovenments in strategic
agility that currently appears possible in the Information
Age. Strategists and deci sionmakers may be little able to
affect this situation, but they nust take the phenonenon into
account and devi se procedures and processes that w |
expedi te human deci si onmaki ng and keep it on par with the
capabilities of electronic decisionnmeking aids.

The ability to gather, sort, process, and understand
information will be unevenly distributed anong nations in the
early 21st century. Initially, at least, the United States
shoul d enjoy a distinct advantage, especially at the tactical
and operational level. But, at the strategic level, the
ability to accurately gauge the intentions of potential
adversaries will remain a challenge. In sum advances in
technol ogy may offer a better "picture"” of the physical
attributes and activities of an opponent, but it will not
necessarily grant access into an opponent's m nd, thought
processes, and intent. 3%

An increased nunber and variety of enploynent options
can contribute to strategic surprise. During the Cold War,
potential U S. adversaries could predict fairly reliably the
manner in which the United States would nmount a mlitary
response. It was apparent within our doctrine, force
structure, and training. If, however, U S. arned forces
organi ze around i nformation (vice weapon) systens and
mlitary organi zati ons becone |ess hierarchical and nore
decentralized, greater variations of methods are possible,
hence enhanci ng
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uncertainty about potential U S. responses. Wen coupled with
| nformati on Age organi zati ons, such as adaptive joint force
packages, fitted with substantially enhanced informati on and
intelligence capabilities, and arned wi th weapon systens
designed to | everage avail abl e technol ogy, strategic surprise
(i.e., the differential between action and effective

reacti on) may be possi bl e.

I nformati on Age technol ogi es al so hol d consi derabl e
potential to inprove the capacity for strategic deception.
Not only wll technologically advanced mlitaries be able to
identify, define, and exploit an adversary's indications and
war ni ngs networks, they may be able to influence an
adversary's perceptions. They nust be careful, however, not
to deceive other elenents of governnent or friends and
allies, thereby hindering achi evenent of national objectives.
| ndeed, a country may find that any significant deception on
the "information superhi ghway" nay have conseqguences
i npossi ble to predict beforehand and, therefore, may find
such deception unpal at abl e.

Mor eover, nations nust renmenber that the "information
hi ghway" is a network—-not a road-that runs in many
directions, nmaking all states susceptible to electronic
penetration and deception neasures. The denonstrated
perneability of even the nost "secure" information systens, *®
and the ever increasing nunber of countries with access to
mul ti-spectral imagery may constrain our ability to "hide"
our intent; thus making strategic surprise nore difficult.

Security.

Mnimze the vulnerability of strategic plans, activities,
rel ati onshi ps, and systens to mani pul ati on and interference
by opponents.

Strategy pits two (or nore) parties, each attenpting to
use power to gain advantage over the other. The nore
opponents know of your intentions and capabilities, the
easier they can counter or thwart them Therefore, denying an
opponent insight into your intentions, plans, and
capabilities remains a key
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principle of war for strategists. Paradoxically, however, a
deterrence strategy requires that an opponent have cl ear
insights into intentions and capabilities.

At the strategic level, security has an internal
di nension that deals with rel ati onshi ps anong strategists,
their subordinates, and their partners, and an external
di mensi on that deals wth opponents or enem es. The internal
di mensi on of security includes the protection of plans and
intentions—what is usually known as operational security or
OPSEC-but al so entails counterintelligence, counterdeception,
C’l redundancy, and defensive information warfare.® The
external dinension includes intelligence gathering and
anal ysi s, deception, and offensive infornmation warfare. The
preci se value of each dinension wll vary according to the
nature of the opponent.

Several factors conplicate security at the strategic
| evel . For instance, security has joint and interagency and
often nul tinational dinensions. This necessarily requires
that nore organi zati ons have access to vital information; but
the nore information is dispersed, the nore difficult it is
to protect. Mreover, because many i ndividuals and
organi zati ons need access to key information,
conpartnentalization and control of vital information have to
be bal anced agai nst clear and conpl ete comruni cati ons.

A further obstacle arises because strategic plans and
i ntentions nust be part public and part private or secret.
Security entails protection of the classified portion and
[imting any vulnerability that may arise fromthe public
di mensi on. Such protection may be defensive, using
classification or deliberate vagueness, or offensive, through
decepti on.

Security at the strategic level also is conplicated by
the fact that it is not always clear against whomto secure.
Strategy entails a spectrumof actors ranging froma full and
commtted ally to an outright enenmy. The difficulty |lies not
at the poles of the spectrunm-appropriate behavior is obvious
when dealing with allies or enem es. Problens occur in the
anbi guous mddl e region, with actors whose ultimte
intentions are not clear.
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In the 21st century, intelligence collection and
anal ysis capabilities of strategic actors wll increase, as
Wil their ability to protect their own intentions and
capabilities. This neans that the precise techniques for
assuring security wll change, but the centrality of the
concept will not. One of the biggest challenges for strategic
| eaders in the 21st century will be cyber security-protecting
conputers and the |links between them Technol ogy has the
potential to facilitate security, but comranders nust be
careful to avoid over-reliance on it, for, as numerous
exanples clearly indicate, no security systemis conpletely
effective.?¥

CONCLUSI ONS

As yet, nothing known or predicted about the Information
Age provides concl usive evidence that the devel opnent of
strategy in the 21st century will be remarkably different
than in the past. Cearly, however, strategy will remain a
creative activity. Future strategists, like their
predecessors, therefore nust avoid a "cookie cutter”
mentality as they create, devel op, and execute strategic
pl ans. But that fact does not dimnish the utility of having
principles to assist in the creative process. Creativity,
wi t hout bounds, can be a risky enterprise.? Free-wheeling
creativity may be acceptable for the fine arts, but even
pai nters, scul ptors, and choreographers enpl oy basic theories
and disciplined thought regarding their art forns to guide
their creative processes. So, too, nust strategists, for the
costs of strategic failure can be catastrophic. The
fundanmental theory behind the principles of war is valid at
the strategic level, and will remain so in the 21st century.
No better guide for the devel opnment of national security or
mlitary strategy exists.

Thus, the principles of war retain considerable utility
for nodern strategists as they delve into the questions of
the 21st century. As adapted here for use at the strategic
| evel of warfare and for future conditions, the principles of
war can continue to act as a gui de—not a prescription-for
strategists, helping them navigate through the conpl ex
| abyrinth of strategy fornmul ati on and execution in the 21st
century.
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Chapter Two, p. 141. Enphasis in the original) rather than the nore
prescriptive approach of Jonmini. See Jomni, The Art of War.

12. "Strategic |level of war-The |l evel of war at which a
nation, often as a nenber of a group of nations, deternines
national or nultinational (alliance or coalition) security
obj ectives and gui dance, and devel ops and uses national resources
to acconplish these objectives. Activities at this |evel establish
national and nmultinational mlitary objectives; sequence
initiatives; define limts and assess risks for use of mlitary or
ot her instrunents of power; develop global plans or theater war
pl ans to achi eve these objectives; and provide mlitary forces and
ot her capabilities in accordance with strategic plans."

"National mlitary strategy-The art and science of distributing and
applying military power to attain national objectives in peace and
war . "

Joint Pub 1-02, Departnent of Defense Dictionary of Mlitary and
Associ ated Ternms, Washington, DC. U S. Governnent Printing Ofice,
March 23, 1994, pp. 363 and 254, respectively.

13. The elenents of national power |listed here are an amal gam
consol idated froma variety of sources. Traditionally, political
economic, and nilitary el enents of national power have |ong been
recogni zed. (See, e.g., Henry Kissinger, Diplonmacy, New York: Sinon
and Schuster, 1995, p. 22.) B.H Liddell Hart, the noted strategist
i ncl uded di pl omacy and norale as key elenments (B.H Liddell Hart,
Strategy, New York: Signet, 1974, pp. 321-322). The Nationa
Mlitary Strategy lists econom c, diplomtic,
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informational, and mlitary el enents of power. National Mlitary
Strategy of the United States of America, Washington, DC U. S
Governnment Printing Ofice, 1995, p. 1. For a discussion of the
el enents of national power and their interaction, see David

Jabl onsky, "National Power," in Readings, Course 2, "War, Nationa
Policy, and Strategy," Academ c year 1995, Carlisle Barracks, PA:
Departnent of National Security and Strategy, Septenber 11, 1994,
Vol 1|, pp. 163-195.

14. Even within the mlitary elenent of power, different
services are likely to identify certain goals as nore easily
attainable with their particular capabilities. A navy, for exanple,

will find interruption of an adversary's sea |lines of comunication
a nore congeni al mssion than defense or seizure of vast expanses
of land; an arny will probably have exactly the opposite

conception.

15. This is essential because "ways" at the strategic |evel
wi |l becone "ends" for subordinate el enents at the operational
level. In the sane way, operational "ways" becone the tactica
subordi nates "ends."

16. For exanple, preparing to repel a predicted strategic
of fensi ve whether in the formof diplomatic, econonic,
informational, or mlitary actions, may allow the strategist to
retain the initiative.

17. Using the Iragi invasion of Kuwait as an exanple, the
information that the United States possessed becane inportant only
when the United States took concrete action (e.g., briefing the
Saudi royal famly, the rapid transit nmovenent of Desert Shield
forces, and the decision to execute Operations Desert Storm and
Saber) that actually seized, retained, or exploited the initiative.
Conversely, the United States possessed technol ogi cal donmi nance
over Somali war lords with little apparent strategic effect.

18. For descriptions of the interagency process, see, e.g.,
Carnes Lord, ""Strategy and Organi zation at the National Level,"
Grand Strategy and the Deci sionnmaki ng Process, ed. Janes C. Gaston,
Washi ngt on, DC. National Defense University Press, 1992, and ADM
(ret.) Paul David MIler, The Interagency Process, Canbridge, MA:
Institute for Foreign Policy Analysis, 1993. This does not infer
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However, unified direction at the national |evel and unified action
at the nultinational level are nore realistic nmethods of achieving
strategic unity of effort.

Col onel Adolf Carlson, a U S. Arny War Col | ege col | eague,
points out that the essential problemat the interagency |evel nay
be that, unlike the mlitary, the other instrunents of nationa
power are not yet disciplined by a rigorous estinates process that
can forecast with any confidence whet her
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an envi saged action will result in the desired effect. Until that
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19. See, for exanple, the comand and control relationships
for coalition forces that participated in the Gulf War. Douglas W
Craft, An Qperational Analysis of the Persian Gulf War, Carlisle
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20, 1993, p. 23; and The dinton Adnmnistration's Policy on
Reforming Miultilateral Peace Operations (al so known as PDD 25), My
4, 1994, pp. 9-11.
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Enl argenent, Washington, DC. U S. Governnent Printing Ofice,
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i nformati on on such possibilities, see Janes O Kievit and Steven
K. Metz, The Revolution in Mlitary Affairs and Coalition
Operations, Carlisle Barracks, PA: Strategic Studies Institute,
forthconi ng.

22. Alvin Toffler, The Third Wave, New York: Mrrow, 1980. For
"third wave" warfare, see Alvin and Heidi Toffler, War and Anti -
VWar, Boston: Little, Brown, 1993.
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Operations, Washington, DC. U S. Governnent Printing Ofice, June
1993, p. 2-4.

25. See, for exanple, the anxiety over the "CNN effect”
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Post, July 23, 1995, p. C3.

26. Clausewitz, On War, Book 1, Chapter 7, pp. 119-121
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29. For exanple, the front page of The Wall Street Journa
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an Islamic revolution is stirring—again.
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t he Qom proj ect

Pet er Wal dman, "Islami c Upheaval : Iranian Revol uti on Takes Anot her
Turn, But Wiere Is It Going?," The Wall Street Journal, My 11
1995, p. 1.

30. In a nonadversarial environnent, the sinplest strategic
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describes in Strategy: The Logic of War and Peace, Canbridge, MA:
The Bel knap Press of Harvard University Press, 1987. The ideal is
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execute, but sufficiently conplex that understanding and
counteraction by the adversary is insufficient or too | ate.
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the mind i Mmediately |l eap out: the Japanese attack on Pearl Harbor
and the Battle of the Bulge. In the first instance, U S. code
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| evel attack, but had concluded that the attack would occur in the
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occurred over tel ephone and telegraph lines, to which the Allies
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on a single source led to an opponent achieving surprise.

35. See, for exanple, Peter Lewis, "Security is Lost in
Cyberspace," The New York Tines, February 22, 1995, p. D1, 19.

36. On information warfare, see John Arquilla and David
Ronfel dt, "Cyberwar is Com ng!" Conparative Strategy, Vol. 12, No.
2, April-June 1993, pp. 141-165; Wnn Schwartau, |Information
Warfare: Chaos on the El ectronic Superhi ghway, New York: Thunder's
Mouth Press, 1994; and George J. Stein, "Information Warfare,"

Ai rpower Journal, Vol. 9, No. 1, Spring 1995, pp. 30-55.

37. For exanple, during Wrld War |1, the Japanese relied
heavily on their Purple diplonmatic ciphers, and the Gernmans
retained a high degree of confidence in the inpenetrability of
their Enignma codi ng nachines, despite the fact that the Alies
routinely intercepted and decrypted thousands of nessages. More
recent and pertinent, perhaps, are the Walker fam |y spy network
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decrypt high level U S. comrunications and conputer hackers who
periodically penetrate highly sophisticated el ectronic protection
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38. Acceptable risk is a fluid concept that shifts according
to conditions and | eaders. See Steven Metz, "Analyzing Operationa
and Strategic Risk," Mlitary Review, Vol. 71, No. 11, Novenber
1991, pp. 78-80.
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APPENDI X A

THE PRI NCl PLES OF WAR!
OBJECTI VE:

The purpose of the objective is to direct every mlitary
operation toward a clearly defines, decisive, and attai nable
obj ecti ve.

The objective of conbat operations is the destruction of
the eneny's arned forces' capabilities and will to fight. The
obj ective of an operation other than war m ght be nore
difficult to define; nonetheless, it too nust be clear from
t he begi nning. Objectives nust directly, quickly, and
economi cally contribute to strategic objectives. Avoid
actions that do not contribute directly to achieving the
obj ecti ve.

OFFENSI VE:

The purpose of the offensive is to seize retain, and
exploit the initiative.

O fensive action is the nost effective and deci sive way
to attain a clearly defined objective. Ofensive operations
are the neans by which a mlitary forces seizes and holds the
initiative while maintaining freedomof action and achi eving
decisive results. The inportance of offensive action os
fundanentally rue across all |evels of war.

Commander s adopt the defensive only as a tenporary
expedi ent and nust seek every opportunity to seize or re-
seize the initiative. An offensive spirit nust therefore be
i nherent in the conduct of all defensive operations.

MASS:
The purpose of mass is to concentrate the effects of

conbat power at the place and tine to achi eve deci sive
results.
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To achieve nmass is to synchroni ze appropriate joint
force capabilities where they will have decisive effect in a
short period of tinme. Mass nust often be sustained to have
the desired effect. Massing effects, rather than forces, can
enabl e even nunerically inferior forces to achi eve decisive
results and mnimze human | osses and waste of resources.

ECONOWY OF FORCE

The purpose of econony of force is to allocate m ni num
essential conbat power to secondary efforts.

Econony of force is the judicious enploynent and
distribution of forces. It is nmeasured application of
avai | abl e conbat power to such tasks as |limted attacks,
def ense, del ays, deception, or even retrograde operations in
order to achi eve nmass el sewhere at the decisive point and
tine.

MANEUVER

The purpose of maneuver is to place the eneny in a
position of disadvantage through the flexible application of
conbat power.

Maneuver is the novenent of forces in relation to the
eneny to secure or retain positional advantage, usually in
order to deliver—or threaten delivery of-the direct and
indirect fires of the maneuvering force. Effective maneuver
keeps the eneny off balance and thus protects the friendly
force. It contributes materially in exploiting successes,
preserving freedom of action, and reducing vul nerability by
continually posing new problens for the eneny.

UNI TY OF COVIVAND

The purpose of unity of command is to ensure unity of
effort under one responsi bl e commander for every objective.

Unity of command neans that all forces operate under a
single commander with the requisite authority to direct al
forces enployed in pursuit of a conmon purpose. Unity of
effort, however, requires coordination and cooperations anpbng
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all forces toward a conmonly recogni zed objective, although
they are not necessarily part of the sane conmand structure.
In nmul tinational and interagency operations, unity of command
may not be possible, but the requirenent of unity of effort
becones paranount. Unity of effort—coordination through
cooperations and conmon interests—is an essential el enent of
unity of command.

SECURI TY:

The purpose of security is to never permt the eneny to
acqui re unexpect ed advant age.

Security enhances freedom of action by reducing friendly
vul nerability to hostile acts, influences, or surprise.
Security results fromneasure taken by commanders to protect
their forces. Staff planning and understandi ng of eneny
strategy, tactics, and doctrine will enhance security. Risk
is inherent in mlitary operations. Application of this
principle includes prudent risk managenent, not undue
caution. Protecting the force increases friendly conbat power
and preserves freedom of action.

SURPRI SE

The purpose of surprise is to strike the eneny at a tine
or place or in a manner for which it is unprepared.

Surprise can hel p the commander shift the bal ance of
power and thus achi eve success well out of proportion to the
effort expended. Factors contributing to surprise include
speed i n decisionmaking, information sharing, and force
movenent; effective intelligence; deception; application of
unexpected conbat power; operations security; and variations
in tactics and nethods of operation.

SIMPLICITY:
The purpose of sinplicity is to prepare clear,

unconpl i cated plans and conci se orders to ensure thorough
under st andi ng.
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Sinplicity contributes to success operations. Sinple
pl ans and cl ear, concise orders mnimze m sunderstandi ng and
confusion. When other factors are equal, the sinplest plan is
preferable. Sinplicity in plans allows better understandi ng
and execution planning at all echelons. Sinplicity and
clarity of expression greatly facilitate m ssion execution in
the stress, fatigues, and other conplexities of nodern conbat
and are especially critical to success in conbined
oper ati ons.

ENDNOTE

1. Joint Chiefs of Staff, Joint Publication 3-0:
Doctrine for Joint Operations, Washington, DC. U S
Governnment Printing Ofice, 1993. Because individual Service
doctrine derives fromjoint doctrine, the principles of war
contained in Service manuals conformto Joint Pub 3-0.
However, because of the unique characteristics of each
Service, elaborations and di scussions contained in the
various Service manual s differ sonewhat from Joint Pub 3-0.
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APPENDI X B

ALTERNATI VE APPROACHES

Qur recomrendations for revising the principles of war
are not radical. They represent nore increnental change,
updati ng, and focusing than whol esal e change. This is
probably because the principles, as they exist, have been so
carefully honed over tine that they reflect the "truth" as
accurately as possible.

In order to revalidate continually the principles of
war, though, it is necessary to occasionally consider truly
radical alternatives, even if only to reject themafter
t hought ful consideration. Two radical alternatives
i mredi ately cone to mind. One mght be called the
"maxi mal i st" approach, which posits that war has becone so
conpl ex that no single set of principles can apply to all of
war's variations. The tine-tested principles work for
conventional conbined arns warfare, but a totally different
set of principles would be required for guerrilla warfare,
informati on warfare, or other forns.

At the other extrene, the "mnimalist" approach suggests
that the existing principles of war can be further distilled.
For exanple, if "principles" offer guidance that always hol ds
and which is universally applicable, many of the traditional
"principles of war" do not fit at the strategic |level. Sone,
such as "surprise,” do not hold under all conditions. Qhers,
like "unity of effort” may not apply to conplex nultinational
forces. Having "principles" that only apply under sone
conditions or at certain tinmes is, to say the |east,
confusing. For the sake of clarity and sinplicity, then, it
makes sense to distill the "principles of war" at the
strategic level to two:

o Take all possible actions to increase your
ef fectiveness and efficiency.
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o Take all possible actions to erode an opponent's
ef fecti veness and efficiency.

Most, if not all, of the traditional principles of war
are actually useful (but not necessarily universal) ways of
attaining these two overarching principles. Many ideas that
are specific to the strategic |l evel or the contenporary arena
are al so val uabl e nethods of attaining those principles.

Thus, the "mnimalist" approach rigidly separates
"principles" fromthe techniques for inplenenting them For
instance, to "take all possible actions to increase your

ef fectiveness and efficiency," strategists:

o Must define, communicate, prioritize, and periodically
adj ust clear and attai nabl e objectives;

0 Must seek unity of effort;

o0 Shoul d focus resources on the nost inportant
obj ective(s);

o0 Shoul d maxi m ze strategic resources (econom c,
mlitary, psychological, and mlitary) to the point that
costs begin to outweigh benefits;

o Shoul d synchroni ze the el enents of national power;

o Should think and plan as far into the future as
possi bl e;

o0 Shoul d seek clear responsibility and comruni cati ons
arrangenents;

o Should protect friendly resources;

o Shoul d make sure that objectives and plans are
under st ood and i npl enentable by all involved organizations
and i ndi vi dual s;

o0 Shoul d develop the ability to act, react, and adapt
rapidly;
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o Shoul d nobilize the broadest and deepest possible
support base for objectives and nethods of attaining them

Sone of these are inperatives; others are desirable, but
often not debilitating if not attained.

Simlarly, to "take all possible actions to erode an
opponent's effectiveness and efficiency," strategists:

o Must place the opponent in a position of disadvantage;
0 Must understand the opponent;
0o Shoul d seize, retain, and exploit the initiative;

o Should apply the appropriate el enent and anount of
nati onal power at the decisive tine and pl ace;

0 Shoul d develop the ability to anticipate correctly an
opponent's acti ons;

o0 Shoul d create and mani pul ate a "conplexity
differential"” between friendly and opposi ng organi zati ons.

Distilling the principles to two will help strategists
di stinguish true, inmmutable principles fromthings that are
usual ly a good idea, but not always so. It also wll help
di stinguish the purely strategic fromthe
strategic/operational.

In terns of the two principles, one additional fact
becones clear: the first is purely strategic in that it
entails force devel opnent and the augnentation of
capabilities. The second is strategic/operational. This has
inplications for who wll make the nost use of the principle
and how he will do it. Froma mlitary perspective, for
i nstance, the services are nore concerned with the first
principle as they raise, train, and equip forces. The
commanders of the regional unified commands (ClI NCs) shoul d be
gui ded by both the first and the second as they augnent their
own capability and erode the capability of opponents.

Mor eover, contending that there are nultiple ways
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to attain each of the two i mutabl e principles would al so
stress that strategy is essentially a creative activity not
reduci bl e to axi onms or checkli sts.
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